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6a4srlay xeHe (opray) 6iriu 6epy 6argaprauacst 6oftsInura nanaep Karanorbl
Karalor gncqnnnr,rH rto o6pa3oBarenbHofi [porpruMe (7M06109 - A.uuuHucrparop no ynpaBneHrrro t.{ 3arquTe KoMnblorepHblx clrcreM Ir cerefi Ha

rrpeallpnf,rHrx) ane o6yqiuoufixc, npueMa 2022 roaa
The course catalog ofthe education program (7M06109 - Administration, management and protection ofcomputer systems and networks in the

enterprises) for the students of the 2022 year admission
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lo'f r<ayinci:giri
BesorracHocrr loT
Io'l Security

5

flau uarucrpanrrapra cloud services, xacaHAL,t r.tHTeJIJIeKT, Big Data
TexHonor[qnapbrMeH xeHe onapariH Heririule KypbrnraH Nyiierepaiu
rn6epr<ayinci:girin (aMraMacbr3 ery KypiuIAapbIMeH TbrrbB

6afi:rassrcra 6orarurn M2M, IoT rexHonorHcnapLtrrbrE napaaurMacr,I
MeH KonAaHy cananapbr rypilnbr ryrac ryciHix 6epyre 6arurra,tras.
MarucrpaHrrapaa loT aKraparrbrK npouecrepin (opFay
rexHonornf,Jraprr, IoT xyfie,'repiHae r<ypsrnruuap MeH urnro3aep,
xerinep MeH ro:rix, (ocr,rMrrrzrnap aenreiiinae r<ayinciraixri
KaMTaMacbr3 ery (aruAarrapu, xpunrorpa$urnbr( MexaHlt3MAep MeH

(D EHy 708-01-21 Karaaor Aucuunrrr{H rro o6pasosarersuoi nporparraue. I4:4anue oropoe
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xarraMzlnap rypanu 6iniuai KaJrblnracrblpy.

.{ucur.rnm.tua HalpaBlleHa aarb Man'IcrpaHT'ttra IIeJIocrI{oe

lpeAcraBJreHl{e o [apaAHrMe n o6lacrsx [pHMeHeHI'L rexnonorufi

Mzu, tot, Htxoar[Ifixcq s recHofi cBt3I'I c rexHoJlor]rcN{u o6raqErx

cepB[coB, ucKyccrBeHHoro I'IHTeJIJreKTa, Big Data u cpeacrB'Mlr

o6ecne.reHlrs xu6ep6elonacnocrlr cucreM, nocrpoeuul'Ix Ha Lx

ocHoBe. <Dopur,rponanue y Marl'IcrpaHTos :HaHHii o rexHoJloru'x

3auII4T6I Ilu$opruauuonnLrx npoqeccoB IoT, npl'Iuqunax o6ecne'reuus

6egonacnocru B clrcreMax IoT na yponue ycrpoiicrB I'I IIrJIIo3oB, cerlr

r.r rpaHcfiopra, npu:roNeuufi, o xpunrorpaQnqecKllx Mexau'lI3Mzx H

nporoKoJlax.
Tie discipline aims to give undergraduates a holistic view of the

paradigm and areas of application of M2M, IoT technologies, which

are 
"losely 

related to cloud services technologies, artificial intelligence,

Big Data and software tools. cybersecurity systems built on their basis'

Foimation of undergraduates' knowledge about IoT information

process protection technologies, security principles in IoT systems at

ihe level of devices and gateways, networks and transport,

lications, to hic mechanisms andit ols.
nents/KounoueHrrr no nur6o6oiisrgura KoMnoHerrrTana to tional com

Kypcra xu6epxayinci:4ix uo4elr4epi, rqayin-4arepnep, ocanAll4rap

xaHe Aepe(Tep arbIHAapbIH Tanaay Typanbl ManlMe'I'Tepal ([MTI{T6IH

rn6eprqayincisgix xyfieaepiuiu 3aMaHayrl apxlrreKD?acblH K+?y

uerisaepi 6asnaa;rris. Constues Karap, Nelilir r(ayincie4iK

cypa(rapbr Kapacrr,Ipbrna.4bl: Mapupyrl{3allur; ruu$pney;IPv6' SSL /

TLS VPN; xelilir xayincisaix uoHuroprauri; o$xaynagFag opblHAay

opracbr (rguca:rrrrm), 3ItrHAbI 6ar4ap:rat"ralapabl aHbKTay

rexHororuccbr, xayincia rcaruurrrau r<ipy

B xypce Ir3roxenbl ocuoBr,r [ocrpoeHHs coBpeMeHHofi apxurerrypsr

cucrelr xu6ep6e3oflacnocru, BK;Iloqarcuue cBeAeHIn o Mo'[eJLx

ru6ep6e:onacuocrlr, yrpo3ax, yr3BxMocux rt al:ur 3e noro(oB

raHubrx. Paccuorpenu raKxe Bolpocbl ceresoi 6esonacHocru:

Mapurpfru3alrrff; uru<lponaxue; IPv6, SSL / TLS VPN; MoHI'IroprrHr

BAHHOTO HCNOJIHEHIigEAbI I,I3Ocerenofi 6e3ouacsocr:u

52 ETI/TK
EA/I(B
BD/EC

I

O EHy ?08-01-21 Kararor al.lculrnrtlH no o6patooareltHofi rPorpaMMe H:'uaure aropoe

Ku6ep4ayincisair
Nyfierepiriq cayneri
Apxurexrypa cucreM

xu6ep6eaonacnocrr'r
Architecture of cYber securitY
systems



BII/TK
EI,KB
BD/EC

Ku6ep6ayiucissixri
xocnapnay xeHe 6ac4apy
Illauupooaur.re v
ynpaBneHrIe
xu6ep6esonacnocrsrc
Cyber Security Planning and

Management

5 flen arqnaparrsr( xyfierepAeri xz6ep4ayincirgix 6y:uaysrusrq uerisri
rqayin'repin 3eprreyre, ru6ep4ayinci:4ixri xocnapJrayra xaHe
6ac4apyra r'rprxiugix 6epeai. Maracrpaurrap a(raparrbrK
ura6yuraap4uu zurALrH any aarabrnapl,rH verlrepegi, xyfienep
fiporpaMManapbl MeH Kypr,rnFruapr,rHAa 4ex,rapaquxlau6arau
rr.ryl,rr<iugixrepAi, xyffe:rep )rqA4brcbrHIaFbr icreH rlsrrylap ueu
Karenepai, coHr,rr{ iuriuqe anlaparrEr( xeue nporpaMMirnbr(
ipxiricrep MeH oneparopnap.qbrrl Karenepis. aeperrep xare.nepiH
:epaeaefiai.
{ucquuluua [o3BoJrHT r,r3yrrr,rr6 ocuoBHrre yrpo3rr HapyureHru
ru6ep:arquuleuHocrn B uu$opuaqzouurrx cr.rcreMax, Hayr{r,rrbc,
nJraHr,rpoBarb r.r ynpaBnrrb rr.r6ep6esouaurocrrro. Marrcrpauru
npuo6peryr HaBbrKr{ npeAorBpaulerm uH<foplraqronuux arat<,
a3r{aT HeaeKnapupoBaHHbre Bo3MoxHocTH B flporprMMax E
ycrpoficraax clrcreM, orKa36r r.r oru[6xu r pa6ore cncreM, B ToM
qracJre arrraparrrbre r{ flporpaMMrsre c6ou u orun6xu oneparopoB,
ouru6xu gauur,x.
Discipline will allow to study the main thrcats to cyber securiry in
information systems, leam how to plan and manage cyber security.
Undergraduates will acquire the skills to prevent information attacks,
leam undeclared capabilities in programs and systems devices, failures
and errors in the operation of systems, including hardware and
software failures and o tor erro data errors.

I
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(necovunqa), TexHoJrorulr lerexTr,rpoBaH[, BpeAoHocrrbrx [porpaMM,
6esonacHrrfi yAalenusul 4oc'ryn
The course outlines the basics of building modem architecture of
cybersecurity systems, including information about cybersecurity
models, threats, vulnerabilities and analysis of data flows. The issues
ofnetwork security are also considered: routing; encryption; IPv6, SSL
/ TLS VPN; network security monitoring; isolated execution
environment (sandbox), malware detection technology, secure remote
access



IIas a(naparrrIr< xayincisairri 6actqapy caJlacrlH.qarbl Herr3n

xanBr(apilnblK xeHe (a3a(cTztHALI( CTaHAaprrapabl 3epaeJleyre

6arurra.nras . Marucrpanrrap AKEX -HBIII (aKnaparru4

Kayinciraixri 6ac6apy xyfienepi) rarlarrapl'I ueu epexe.nepiH

ass(rairsm ISO/IEC 27k cranaaprrapuxr,q ro6sIHa cafirec AI(EX -
urr eripreyre xaue enriayre Kofisularslu uopuarlnrix rarlanrap.qrl,

AKEX npoqe,qypanaphlH I(+xarray, ilrxi xase cepru$urarray
ay,qur-repiu xypri:y, rayexen4ep.ui raJIAay xaHe AI(EX rlrir'a4ilirin
onuey craHAaprrapuu seprrefi 4i.
,[ucuuurlrHa HanpaBneHa Ha H3yrleHxe ocnoBH],x Mex,qyHapoaHblx 1l

KiBaxcraHc(Ltx crau.qaproB s o6racrl'I ynpaBneH[, nn$opr*lauuonuo

6elonacnocrurc. MarucT pauru lr3yrlar HopMarlrnuue rpe6onauur glu
pa:pa6orxr.r L BHeapeHHc Cyl4E (cucreuu yflpaBnenll
uHrpopuauNounofi 6esonacnocrno), s coo'rnercrBlrl c ceMeficrsol\'t

cragAaproB ISO/IEC 27k, onpeaen.srorqnx rpe6onaHuc H flpaBuna

CYI4E; percorueuaaul,Irl craHAaproB no .IIoKyMeHrl'rpoBaHl{ro npoqeAyp

CYI,IE, upore4eHl{Io BHyrpeHuux r'r ceprutfuxaq}toHHlrx ayaxroB,

aHanrr3y pHcKoB H Ir3MepeunrM $Sexrlranocru CYHB'
The discipline is aimed at studying the main international and Kazakh

standards in the field of information security management.

Undergraduates will study the regulatory requirements for the

development and implementation of ISMS (lnformation Security

Managiment System), in accordance with the ISO/IEC 27k family of
standards defining ISMS requirements and rules; recommendations of
standards for documenting ISMS procedures, conducting intemal and

certification audits, risk analysis and measuring the effectiveness of
ISMS.

5Ef]/TK
BA/KB
BD/EC

Arnaparrsrx rayincis,qix
xyfierepia 6ac4apy
6ofisruura craugaprrap
C'raugaprsl ynpaBreHuq
uxrfoplraunouHofi
6esouacuoc'rrrc
Standards of Information
Security Management

IIar 6yrrru4 ecenreynep rexHororurcbl Typanbl reoprrJlrl( xoue

raxipu6eair 6iliuaep.ui xeHe 6pixri 6ugnecre 6prrrsN
rexHoJrorxf,rrap,urr Tsxipu6ege ruiruai icxe acblpy aaFABuapbIH

(a,.rbrnracrrrpyra 6aKrrrmaras . Marncrpanrrrap 6yrrrruq
TexBoron sHbI KoprayAblH lqpan-cafiMaH.[apblH nafi,qaHy

.qaFAbuapbllr urepe4i.
MH BAHHEclIuIInHHa LI BAHA H qec(ux u

5EII/TK
EA/KB
BD/EC

ecenreyrepAi

o6raqHHx

of cloud

II
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3

By,rrrrr6
(opray
3arlura
gslqucleuuft
Protection
computing



[paKTrrqecKHx 3HaHI{fi o TeXHOJIOTHT,I 3arquTbl o6naqHbrx BblriHcneHr,Ifi ,
yMeHr,rfi H HaBhIKoB [paKTHqecKofi peanl,I3arlxl,I 3auIuTbI o6na.{Hr,rx
rexHonorui B coBpeMeHHoM 6ussece. Maracrpaursr upuo6peryr
HaB6Ir<H [pI.IMeHeHLL I,IHcrpyMeHTzurrHrIx cpeAcrB 3aIIIr4TbI o6raqHbrx
gsIqncreHIrfi.

Discipline is focused on the formation of theoretical and practical
knowledge about the technology of protecting cloud computing, skills
and practical implementation of the protection of cloud technologies in
modem business. Students will leam how to use cloud computing
tools.

2 celrecrp /2 cetrecrp /semester 2
ox() oK II\T TIo ltTt€ B BY3o Iicfill )tKO oTI eII I Un ers nlco o en tnfy p

4 KIIDI(OO
n4BK
PD/ UC

Haxrsr yaxhrr xyfie.nepre
apHanraH nporpaMMirnbrK
(aMriMaEbr KYpy
TexHojrorrIrJIapbr
Texuo:rorzr pa:pa6orxu
nporpaMMHoro o6ecneqenprs
ln crIcTeM perlnbHoto
BpeMeHrr

Software engineering for real-
time systems

5

Kypc ua4rsr ya4ur pexuuiuAe )rq\rbrc ic'reftrin qurppnn aKnapar rreu
6acxapy xyfierepiHge ecenrey npoqecrepin yftrw4acrtrpy
tqa .rAzrnapbrH xeHe ocBr xyfielepqeri flporpauMalr,rtq xeHe
annaparrbr( (y?anAapAbrr1 osapa 6afi.naHucBru, o3apa opeKerrecy
npoqecrepiu 6ac4apy xeHe c[rHxpoH4ay a4icrepin 6a.snAafi.4sr.
CosAaft-aK Ha(Tr,r yaru,rr pexrrliHge nporpiuMurnbrK (aMraMaHbr
esip:rey reeiH4e nafiaa,raururarrrH xzrnbr(apiurr,rK xene ueu,rexerlix
cTaH.4apTTap KapacTbrpbrnPaH

B rypce z3JroxeHr,r fiprrHrlrznbr opraHr.r3arlru{ Br,rq}rcnr.rreJrbH6rx
lpoqeccoB e qurfponux unSopuaqu oHuo-yflpaBJrrrcq x c]rcreMax,
pa6orarorqux B peanbHoM lrlacurra6e BpeMeHr.r u B3arrMocBr36
lporpaMMHbx u aflflapaTHbtx cpeacTB B CrrcTeMax 3TO|O rgracca,
MeTOALT y[paBneHr.r, rraMrTbro t4 cr.rHxpoHrr3arlHll
n:ar.ruo4eic:rnyroulzx npoqeccoB. Paccuorpeuu ra(xe
MexAyHapoAHbre H rocy.{apcTBeHHbre cTaH.qapTEr, [c[onr,3yeMbre IIpH
pa:pa6orxe [porpaMMHoro o6ecneqeHr.rr An c]rcreM peaurbuoro
BpeMeHr.r

In this course the principles ofthe organization of computing processes
into digital information and control systems operating in real time and

and hardware in this class ofthe relationshi between software

O EHy 708-01-2 1 Kara.'ror ar.tcu[nrt{a no o6pa:oaareluofi nporpaMMe. 14:,uaune aropoe



n foozalrI'IrohSandtemeno yncnlelrlfos managhodem rynlsSyste
thclnusedardsdstanstatetla nalo andnI crnCro S SSEtiaunn1 Ccom png

IIS deredcoareStemst I11reanc (lt fme ode

6oiirlrrura KoMIIotrcrrreTaHAa to tional com onents/KoMnoHeHTuI no rst6o
yinciraixri 6acr(apy xYfieci catacblHAarbl

ynTTbIl( CTaHAaprTapAblll TaJranTapbl'

xaue/seruece canautK 6aralay eqicreueci,

Kayin-Kateprepai xase ocanabrKrapabl

cefixecrenaipyai xypri:y YuriH uartlaH,[aHAblpblJrFau aporpaMManblK

(aMTaMa MwKiHgil(repi o(L'Irblnaabl'

B rcypce l,t3yqarorc, rpe6onaHxr Mexr)'HapoAHbrx I'r HauI'IoHilJIbHLrx

ar*rupro"' s o6rairl.I clrcreM y[paBJlenur uutf oprraauuoHHofi

6e:onacsocrsrc, MeroAI'IKt't KaqecrBeHHofi I'IlHnH KonlqecrBeHHofi

oueHKn pIlcKoB, a Ta(xe Bo3MOXITOCTII ClequanlI3npoBaHHolo

uporpaMMHOrO O6ecneqeHlrc an, flpoBe,qeHlu UAenruouxauuu

arcr[BoB, yrpo3 L ycaBuMocTefi.

There quiiements of international and national standards on the

information security management systems, methods of qualitative and /

or quantitative risk assessment, as well as the possibility of specialized

software for identifying assets, threats and vulnerabilities are

considered in the course.

Kypcra aqnaparruK ra
xanblKapaJlblK xaHe
T ayexengep4i canaJlbl(

cosaafi-aK axrusrePAi,

5A4naparrslK TexHoJlorflfl

xyfi enepiuaeri rayeKenaePAi

6acKapy
Ynpaueuue PTIcKaML B

cr.rcreMax tlntf oPr,aauNounslx

rexuo:ronlfi
Risk Management in
Information TechnologY
Systems

ETI/TK
BA/KB
BD/EC

TeopfitcblnAa 6asanur( 6i.nir*l alyra 6arsrrralran'
xayincia se6-KocurMuacuI ap(bubr

6arrrrralrau apuafisr ura6yrulAapAbr (XSS, SQL

xyfieciHirl ceniuai.qiriflau aqnaparrbt KoPraY

xane r.6.) axbrKrayAbr xeHe

ayqa

ectionJ

basi

Ha I'I eato6 M I peyilvNA6IP
H:\ AAII vlbIxItt4}I 6asoeHIIABalta(J H HTI-I o6perenpTIJI H HA p poculu

CTEM 3aIIIHTblcr'locTl,lCKTHBHuOCTI.IHA exH oAATeo $pll
II OTBtl parqaTbPerTC,IH onpeAeJrrTr,arHM cTpaHTbl

IIAe Ta AKI.IKl.luqecTIc eqH0
cTH A. )eHanOAM nporoTHnaoII HAAMCS L n,a

HAgtI oxese6IOacrI oTT6esoHCOMII punOIUT,K)
theknocon ofslut tnedUS ofocSneD SC

Webgoat

MCH T}IIMAUIITI

MarucrpaurraP
se6-(ocsIN.{urara

injection, ceccur

aybrcTblpy, npororl'In ayblcrblpy

5A(naparrblK Kaylncl3alK
xyfi enepiniH cenirlrainiri rtaen

ruiruairiri
HaAexnocts tt

rrfrlercrunuocrs cllcreM

3auIHTbl r.rutloptrlauuu

Reliability and efficiencY of
information security systems

5

EN/TK
B!i/KB
BD/EC

O EHy 708-0l-21 Karanor rficqxnnnH no o6pasoaarellHofi nporpaMMe H3aaHle BroPoe

alsoforsoftware

B

uu$optuauuu.

(xss,ne6-npuroxeuueHanpaBJIeHIrbIe
ceccuu.

WebGoat.
inthe



theory of reliability and efficiency of information protection systems.

Undergraduates will learn to identifu and prevent specific attacks

directed at web applications (XSS, SQL injection, session substitution,

prototype substitution, etc.) using an insecure WebGoat web

lication.

6 Kn/TK
TII/KB
PD/EC

A4naparruK xayincisaix
ayauri
Ayanr unt[oprr,raur,roxnoft
6esonacHoctt,t
Information Security Audit

5 fleu a(naparru( xayincigaix ayauriniu Ma3MYHbIHa Koftrua'rrrr
Heri:ri psna,qapgl'I, rzrnaflrapabl, upoqecrep rtlen xyfielepai 6arqnnay

xeHe rercepy uerirAepin, aKnaparrbx rayincirairri 6aralay
eqicrepin 3epaeneyre 6arurralrax. Marncrpanrrap aKflaparrblK

rcayiucigaix ayauri calacrmaarrl Meroaonorfitlrbl, cr:ui'(aprrapabl

xaHe HopMarHBrir ranaurapaul nafiaalany aar.ublnapblH ttleHrepeai.

Aucqnnlrna HanpaBJIeHa Ha I{3)qeHeHI'Ie ocHoBllblx nourntfi,
rpe6oranufi K co.qepxaul,Irc ayaura nnQopuaquonsofi 6esouacuocru,

ocHoB KOHTpOn U [pOBepKI'r npoueccoB l',t c]IcTeM, Mero,uoB

orIeHrrBaHU, nutpopuaunounoi 6esonacHocru' Marucrpauru
OBJIa.UeIOT HaBLINaIML I{CnOJIb3OBaHIL MeTOAOJIOTUU, CTaHAapTOB I.l

HopMarr.rBHbD( 'rpe6onanr,rft n o6lacrn ayaura unrf oprr'rauEouuofi

6elonacxocTu.
Discipline is aimed at studying the basic concepts, requirements for the

content of information security audits, the basics of monitoring and

verifying processes and systems, methods for evaluating information

security. Undergraduates will master the skills to use the methodology,

standards and regulatory requirements in the field of information

securit audi

KII/TK
TII/KB
PD/EC

Bafi ranr,Ic xene a(naparrrlK
xyfierep xayincisairin
6arutay
Oqeuxa 6esonacnocru
I(OMMyHItKaIIITOHHbD( Il
us6opuaIINosnbD( cr{creM
Communication and
Information Systems Security
Assessment

5 flan xourrryuuraqur:lLlIq xaue a4naparrur xyfierepaiu xayincisaix
xarAafiun 6aratay, a(naparrll xuHay xeHe rul.4ay '
KOMMyHH(aqfiCrbl( xeHe a(naparrbr( xyfierepaiu xayincis.qir

.{eHrefiiH oqrafilan4upy 6ofislxuta ecerlrep gaftuln.qay xaHe

yc6rHblcrap esiprey AaraturapllH MeHrepyre 6arslrralras'
Ancqunruua oplreurrrpoBaHa na npuo6pereulle HaBLII(oB oIIeHKI'I

cocrorHlr, 6egonacsocrs KoMMyHI{KaIIIroHusx u uutfopuau}louH},x

cucrelr, c6opa t all.uru3a uu$opuauuu, noaroroBKll orqeToB t,t

nrrpa6orru pexoveu.qaqprfi ro onrI,IMu3aqIrH ypoBH, 6egonacnocrrl

XOMM HKAIIIlOHHbtx H }IH MAUHOHHbIX C}ICTEM I' 3AUIHTbI AAHHbIX

O EHy 708-0 l-21 Kararor .qncurrI.rrH no o6pa:osareruHotr nporpaMMe. ll3.qaHue Bropoe



B OT yreqKu.
Disciptine is focused on acquiring skills for assessing the security

statui of communication and information systems, collecting and

analy zing information, preparing reports and making recommendations

on io* to optimize the security level of communication and

information s s and rotect data from leaka

/scmcster 33 cerre /3 cerrr

)KOO xonrnoneuri / BV3orcxnfi rolrnosenr / University component

flau4i orqy Java nporparr,ruzrnay rlnlHlH KoMer

lications. Java-CERT@ Oracle@ Secure

nporpaMM{Inbl( KaMraMaHLItI ceHiMAiniriH, 6Yrinairin
xerir"raiririH 6acr<apyAu yftperyre Mluxiu.qix 6epe4i'

nporprMMajlay riniuge Kayinci3 Ko[ray epexenepiHilt xH['IHrbIrbIE

ycbrHarbrH KoATay crauAaprrapblMeu raublca'qbl. Eyl Epexenepaiu

MaKoaTbr-r,rHxeHep-nporparrrurcrepai KoarayablH aYpblc eMec

a,qic'repiseu r6opray. Oxy MarepI'IuIJII'rHbIH neriai perinae Java-xogtay

yuriH Java-CERT@ Oracle Secure Coding Standard craHAaprbl

KOnAaHblnaabI.
Vzyteuue AHcITIInJIHHLT [o3BoJIIrr HayqHTb ynpaBnrrl, Ha'[exHocrbto,

ueJrocrHocrbto I,I aocryflEocrr,Io [porpiMMHoro o6ecneveunr,

pa3pa6oTaHHoro c noMolqblo s3bl(a flpolptMuuponanur Java'

O6yutaro,ruecr sHaKoMsrc, craHAapraMH KoAIrpoBaHI'It' Koropble

npeaocraBn lor ua6op nparul 6e:onacnoro KoAIrpoBaHI'l, Ha 
'3bIKe

nporpaMMupoBr[I ufl J av a. I-le.ns o'rux flpaBun - 3aulurllrb I'IHxeHepoB-

nporp,MM[croB or HenpaB[nEHbrx Mero.uoB Ko.[ poBaHl'lc' Koropble

Moryr [pLIBecrI{ K yBBEMocrIr co3.qauubD( EpnroxeHllfi. B xaqecrge

ocHoBbr aJL yle6uoro Mareplrara c[on63yerc, craHAap'r Java-

CERT@ Oracle@ Secure Coding Standard an, Java-xognponanr.rr'

Studying the discipline will allow you to leam how to manage the

retia6itity, integrity and availability of software developed using the

Java programming language. Familiarize themselves with coding

standards that provide a set of safe coding rules in the Java

programming language. The purpose of these rules is to protect

ioft*are 
"n[in""ts 

from incorrect coding methods that could lead to

iueH o:ip:reHren

vulnerabilities of created

xeHe (oJI

Or Java

57 KIIDKOO
K
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I(ayincis,qix MaKcarbIH.qarbl

Java
Java a:rc qeaeft

6esonacHocrI.l
Java for security puposes
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for Java coding is used as the basis for the training
materia[.
Coding Standard

8 KTI,D{(OO
K
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Eiairr.r4i 6acrqapy
Ynpaueuue :uanurvu
Knowledge management

5 flsuli o4yga KoMnaHr.rrHr,rq 6i.livi 6apru4

KoMrraur.rrHbrrl AepeKrep 6a:acst lrles penorn.rapufilepiHAe caKra.nrau
<[opr*ranrgrr 6iliui 6o.tsm ra6bura.qbr. Eyn peme 6i;riuai 6acrapyauru

yfisnra4acrupyurbrnbr6 xene rexHoJroru.f,Jrbr(. Herisri ra:ap 6iaiN.r,qi
6ac4apy reopfircbr rypanBr ryrac yrbrMra, xaqa pirnagacrr,rpyrxHnbrK
6irit{.qi Kypy rpoqeciHe, coHAafi-aK 6i:rir*r4i 6acrqapy 6ofiHnrua uerisri
[poqecrep MeH (ypanaap.rlbr ic xy:iHae r<o.naasyra 6e:rineai.
flpeAuerou H3),r{eHr,rc arrcql,trt:ruHbl rBJrrrorc, 3qar{u, KoMtraHutl KaK
cyMMa o[Brra u ytauuit Bcex corpyAHrrKoB KoMrraHrrrr, a raKxe
tpoprrranr:oaanHrre 3HzlHur, xpaHrrrruecq s 6a3ax
peno3arapurx xoMnaHurr. flpu :rou aKrIeHr .qeraerc,
cocTaBJrrroque cr{cTeMbr ylpaBneHH, 3HaH,dAMUi Oq?aHU3A4UOHHy\O l.r

mexHotozuqeckyn OcHogHoe BHIrMaHug yaenrercg l{eJrocrHoMy
lpe.qcTaBjreHr,rro o reopur ynpaBneHnc 3HaHqrMr,r, flpoqeccy co3aaHr,r,
HOBOTO OpIaHH3arI!IOHHOI.O 3HaHUr., a TaKXe [paKTurlecKoMy
IIp MeHeH[rc ocHoBHbrx npoueccoB r,r uHcTpyileHToB no yflpaBneHr.rrc
3HAH['MH.
The subject of the discipline is the knowledge of the company as the
sum of experience and knowledge of all employees, as well as
formalized knowledge stored in databases and repositories of the
company. The focus is on two components of the knowledge
management system: organizational and technological. The focus is on
a holistic view of knowledge management theory, the process of
creating new organizational knowledge, and the practical application of

ses ald tools for knowled mana ement.

(br3MeTl(epneplHtH
)t(I,IbIHTbIII,I

ekt

roxipu6eci Meu 6i:rivgepiui4 periu.[e, couAafi-a(

(ypzrM.qac xyfieciue 6aca Ha3ap ayaapbrnaabr:

AAHHbIX 14

Ha .qBe

/Kounonesrr,r no nur6oTar(Aa 6oiiuuura KoMrrotr /o nentsnal com
9 Kounsroreplix

KpI.IM r,rHilJrr.IcTv Ka

Kounsrorepuar
HMHHANIICTI,IKA

6 flen xOrrlnrror:ep:rix Xurusrcrapl6r xeHe capanTaMirnbr(
reKcepy4e (oMlbrorepnix TexHonorltrJrap MeH rounsrcreplir<
rexHrrxaur,t (onraHy,qbrll reopurnbr( 6iniui uen [paKTr,rKnJrbr(

KbI3METTt

reMEH bI6arrn-ra,rran, Maru
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Computer Forensics (oMnbroTepnrK TexHoJIorrIrJIap MeH (a3lptl 3aMaHrLI nporpaMMilJl6ll(
(aMTaMaHbr taitgall,aua orr,rpbtn. xounurcrep,rix KbrnMbrcrapAr,Irl
Aere.nAepin xuHay xeHe ranaay AarabrnapbrH a.JraAr,r.

.{ucquuuHa HanpaBJleHa Ha oBJla,qeurre reoperlrqecKHMI,I 3*a*:asv^t4 u
npaKTIrqecKrrMr.r HaBbIKaMLT npHMeHeHHt t<ovnutorepuofi TexHoJlor[]t
r,r KoMnrrorepHofi rexszrtl flpu paccneAoBaHr.rr.r KoMrrrrorepHbx
npecrynaeuufi u srcnepruofi Aesrenr,Hocrr-r. Marucrpaurr,r
npuo6peryr uaeuxu c6opa u aHaJrH3a AoK{BareJrbcrB KoM[6rorepH6D(
npecryuenrzfi c [cnoJIr3oBaHHeM Bblcox]rx KoMnbrorepHbD(
rexnororufi x coBpeMeHHoro rrporpztlaMHoro o6ecne.reurrc.
Discipline is aimed at mastering the theoretical knowledge and
practical skills in the use of computer technology and computer
technology in the investigation of computer crimes and expert
activities. Undergraduates will acquire the skitls of collecting and
analyzing evidence of computer crimes using high-end computer
technolo ies and modem software.

KIVTK
TII/KB
PD/EC

3uss.qsr flporpaMManapAr,r
Tarnaay

AHaars BpeAoHocHbD(

IlporpaMM
Malware analysis

flen oseKri szruAr,r flporpaMManap,qErq uyrraxiu4ixtepiu xane
r<E6epriayincirgixriq 4asipri xargafturu ai4rrnaayra ruy,ruxiHqir
6epeai; VMWare fll( 6asacsuga 3eprxaHanbr( crerra (ypyA6r
yfipere,qi; Koarr,r rirnlayta apHanraH yrHnETTepMeH xyusrc icreyre
AaiunAafi.qsr. Marucr:paurrap 3r.rrH.q6r nporpaMMalJrr,r( KztlrTaMa
ecepiue 6aft,raubrcrbr uHrlrr.qeHrrepre (Nyrrupyauq nafi4a.naurr,rran
apHanapBr, 3t4lH'4bt [polpaMManbr( KrMTaMa Ma(caTrapbr,
rua6yburaaHraH o6rerri.nep xeHe HaKTbr renripiareu 3irnanAapAbr
rexcepy) reprey xypriryai yfipeueai.
.{r,rcquuauua [o3BoJrrer ocBerr,rrr Bo3MoxHocr.u axTy{rJrrubrx
BpeAoHocHbrx [porpaMM r.t coBpeMeHuoe cocroqHr,re xu6epyrpos;
o6yvurr co3.qaHuro :ra6oparopuoro creH.qa Ha 6a:e IIO VMWare;
noAroroBr.rrb r pa6ore c y-rurvratv, , [peaHa3ratreHubrM tl N$, atafiH3a
KoAa. Marucr:panru Hafrarc, fipoBoaurb paccneAoBanr,rs
[Hur.rAeHToB, cBr3aHgbrx c no:AeficrnueM Bpe.{oHocHoro IlO
(ucnomlooauuue KaHaJrLr 3apaxeHxc, rleJru Bpelouocaoro flO,
araronalrnrre o6rerrbr u pezrlrbHo upuvunenurrft yurep6).
Disci line allows outoh t the ca lities of current malware

I
a
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and the current state of cyber threats; teach how to create a lab stand

based on VMWare software; Prepare to work with utilities designed

for code analysis. Undergraduates will leam how to investigate
incidents involving exposure to malware (used infection channels,

malware targets, attacked obj ects, and actual damage).

l0 KTI/TK
TIA/KB
PD/EC

Kenarenrrir xyfierep
Msoroareur:ssIe cucreMbl
Extraction systems

6 flen varncrpaurrapablq ylecripinreH rrHreJIreKTyzInaLI Nyfienepai
nporpalMMiuray caJIacbIHAa reopfirnBlK 6inir"r4epin (anbrnracrLlp]'fa,
xenaresrri xyfienepai oEAey rexnoJlorn cbIMeH TaHbIcyFa

6arsrrraarau. Marncrpaur-rap xonarerrri xyfieaepai r<+?yasrq nerigri
KoHuenuuruapblu. ares'rrix apx[TeKT]?a rlplepi xane renarenrri
xyfi e.nepai 6acrqapy crparerlrqnapbl'rypanu 6ilitu4i (anbmracrbtpyAt l
or<rm, seprrefiAi.

Aucqunrnna opHeHTIrpoBaHa ua Qoprtrupooaul,Ie y MarHcTpaHToB

Teoperuqec(ux rsanuft g o6.nacru nporptuMl'rpoBanfi,
pacnpeAeneHHbrx r{HTeJIJIeKTaJIbHbIX CIICTeM, 3HaKOMCTBO C

rexsorornefi pa:pa6orxu MHoroarexTHbx cucrervr. Maructpaxru
U3yqaT OCHOBHBIe KOHIIeIIqI,U nOCIpOeHIfi MHOrOareHTHtIx CIICTeM'

$opr',raponauur :sanufi o BIlAix areHTHbD( apxl'ITeloyp !I crparernrx
ynpaBneHI,L MHoroareHTHbIML clrcTeMaMI,I.

Discipline is focused on the formation of theoretical students in
undergraduate knowledge in the field of programming of distributed
intelligent systems, familiarity with the technology of developing
multi-agent systems. Undergraduates will leam the basic concepts of
building multi-agent systems, the formation of knowledge about the

types of agent architectures and strategies for managing multi-agent
stems.

KTI/TK
NI/KB
PD/EC

AKnaparrn( rqayinci:.qiKriu
fiHTenrercryan 4br(
uar<!opuacn
I4n'remrerryarurue
naaripopurr
unrlopuaquouuofi
6egonacsocun
Intelligent information

6

flou uHTeJrJIeKryan qbI n:rartf opt"ra,'rapau K+py, aKrtaparrbr(
r<ayincirairri 6ac4apy rvreceae.nepin (apacrrlpaabr. Marucrparrrap
a(naparrbr( rayinciraixriu xirrerryix, 3aMaHayH HHrenJIeKryiuIAbI

naar$opruarapartH epexrueairrepiu seprrefi4i, rnrrxeplix
unar$opuarapau exri:y rrren xo6aaayauH uEHoBaIIrrnblx racinaepis
6acrapy aaraulapuu urepegi.

,{ucuun.nrna paccMarpuBaer Bo[pocbl u3y\eular [ocrpoeHn,
rrHre:rreKTyaJlbubrx rurarQopv, paBJreHr.r, uuSopuaqnorruofi

O EHy 708-01-21 Kararor .lliculr]uHx no o6paroaarenrHofi rporpaMMe. I4Laaxle rmpoe



Maruc, panrrt ll31^Iar xlaccutluraqurc
6eaonacuocru, oco6eusocru coBpeMeHHbrx

nrarrfopu, npuo6peryr HaBbIKr{ ynpaBreHl{,

noaxo.uaMl,r K BHeApeHuIo H npoeKrupoBaHHlo

rrHTenneKTyaJI6Hux nlartPopu.
Discipline deals with the study of the construction of intelligent
platforms, information security management. Undergraduates will
itudy the classification of information security, the features of modem

intellectual platforms, will acquire the skills of managing innovative

it roaches to the im lementation and desi latforms.of intelli t

6e:onacuoctuo.
uu$opuaquonnofi
r{HTenneKTyaJrbHbIx
I.IHHOBAUIlOIIHbIMH

security platform

flaHai or<y aepeKrep 6agacstsstq xl't

rexHoJrorurcbl rypaau rycinix 6epe4i. flan4i o4rrry4r,lq uerirri
naiuaeri-uarucrpaHTrapra xu6eprqayinci:4i( ICY?bur,IMAapbIH (Ypy

TexHolrorHscBIH $oprr,taaaayaa, npaKTuKanbIK aarablnap,[bl MeHrepry,

,qeperrep 6atacuH Koprayar,IH uerisri egicrepin nrepry.
Vzyleuue aI,Icqu[JII,IHbI aaer [peacraBreHl'Ie o rexHonorl,tf,x

npoeKTupoBaHlrr xu6ep6eaouacHocrH 6at .qanHblx. C)csonsofi

aagavefi uSylor.rfl ,qucqu nlllrHLI tBrterc.q oBnaaeHue MarllcrpaHTaML

npaKTHqecKLIMH HaBr,IKilMlI e r[opua:rnsauuu rexHoJIor]I]I,

nocrpoeHuu crpyKTyp ru6ep6esonacuocru, ocBoeHI'Ie ocHoBHbD(

MeroaoB 3auII,ITbI 6as ,[auH[,x.
Discipline studies provide insights into database cybersecurity design

technblogies. The main task of studying the discipline is to master the

undergraduates practical skills in the formalization of technology,

building structures of cybersecurity, mastering the basic methods of
databases.tec

6epxayincirairiu xo6aray6Aepexrep 6agacsmrtE

u6ep4ayincir4iriu xo6aaay

flpoerruponanue
ru6ep6esouaorocru 6ar

aaHHbIx

Designing database cyber

security

KN/TK
NA/KB
PD/EC

flau rypa:raap MeH KoMnllorep:rix xyfielepre (oJI xerlMAUIlKTl

rfnsurca.ru4 lqopray, KoMfl],roreplir xyfieHi qopray ueri:qepiH

or<urryau 6arurrranrau. Marucrpaurrap nepnuer"pi 6ofisrsura

ua6yrn4ap4ur{ T nurepiu, xayincisaix afiua4'rapsI MeH

xypir,r.".upor, , DMZ xyfiiu, 6pangr'layrplepai, Nat, VPN

"up.py.r.uropsIx, 
ne6-4areplepaeu (oprayaul aeprrefigi, xelini

xopray (NAP) xaHe cbIMcI'I3 xeli.nepaiu r<ayincisAiriH (aMraMacbn

ara,4bLaar

6
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Ku6epr<ayinci:.qir xeHe

xe:ri.nepai rcopray

Ku6ep6esouaorocrr n
gauuta cereft

Cyber Security & Network

Protection

T
a
II
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